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Introduction and Motivation
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Digital Watermarking

• Definition: “Digital watermarking is the process of
embedding information into a digital signal in a
way that is difficult to remove.“

• Types of watermarking

– Visible

– Invisible

• Applications of watermarking

– Copyright protection

– Source tracing
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Digital Watermarking

• Classification:
– Robustness

• Fragile
– Temper detection

• Semi-fragile

• Robust
– Copyright protection

– Perceptibility
• Imperceptible

• Perceptible
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Database Watermarking

• Basic database watermarking: [wikipedia]
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Database Watermarking

• Classification model:
– Data type

• Numerical and Categorical

– Sensitivity to database attack
• Robust and Fragile

– Watermark information
• Single bit and Multi bit

– Verifiability
• Private and Public

– Data structure
• Relational databases, data cubes, streaming data, and XML

data
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Watermarking Relational Databases[3]

• Multimedia Database Vs Relational Database:

– Area to hide watermark is more in multimedia

– Bit positioning, not going to change in multimedia

– Portion is not easily dropped in multimedia
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Watermarking Relational Databases[3]

• Algorithm:
– Based on primary key and private(secrete) key
– Notation used

• Ƞ - Number of relations in the tuple
• ʋ - Number of attributes available in the relation for marking
• ζ – Number of least significant bits available for marking in an

attribute
• 1/ϒ – Fraction of tuples marked
• Ѡ – Number of tuples marked
• α - Significance level of test for detecting a watermark
• Ʈ – Minimum number of correctly marked tuples needed for

detection

– Message authenticated code(MAC) is used here
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Watermarking Relational Databases[3]

• Algorithm:
– Message authenticated code:

• MAC is a one way hash functions with characteristics
like:

– With given message M, it is easy to calculate hash value ɦ

– With given ɦ, it is difficult to compute M such that Ӈ(M) = ɦ

– Given M, it is hard to find M’ such that Ӈ(M) =Ӈ(M’)

• Ƒ(r.P) =  Ӈ(κ ○ Ӈ(κ ○ r.P)), 
– where ○ represents concatenation

– Ƒ be a MAC that randomizes the values of the primary key 
attribute r.P of tuple r 

– Ƒ is seeded with a private key κ known only to the owner
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Watermarking Relational Databases[3]

• Algorithm:

– Watermark insertion algorithm: [3]
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Watermarking Relational Databases[3]

• Algorithm:

– Watermark detection algorithm: [3]
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Watermarked based copyright 
protection of outsourced database[4]

• Chaotic random number which is generated
from primary key and private(secrete) key is
used instead of primary key.

• Capacity of the watermark in first approach is
limited and the scheme is not suitable for
database which needs frequent updating,
because it is very expensive to re-embed
watermark into the updated database
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Watermarked based copyright 
protection of outsourced database[4]

• Operational principle:

Database Watermark Embedding and Detection [4]
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A speech based algorithm for 
watermarking relational database [5]

• Speech(voice) and secrete message is used as
watermark

• Characteristic of speech as watermark:

– Uniqueness

– Stability

– Universality

– Measurable
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A speech based algorithm for 
watermarking relational database [5]

A Framework of watermarking [5]
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A speech based algorithm for 
watermarking relational database [5]

A Watermark Generation Algorithm [5]
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Watermarking relational database 
systems [6]

• In database DATE field has two parts ‘Date’
and ‘Time’, here to hide binary information of
watermark (SS) field is used from the time
fields(HH:MM:SS)

• This approach is based on Image

• A major advantage of using the time attribute
is the large bit-capacity available for hiding the
watermark
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Watermarking relational database 
systems [6]

• Watermark embedding:
– Transfer the image into a flow of bits.
– Group every 5 bits as a binary string.
– Find the decimal equivalent of the string
– Embed the decimal number in tuples selected by the pre-

defined key 'K' as follows:
for each selected tuple do

For each selected 'Time' attribute do
if the 'SS' field of the 'time' mode K = 0

embed the decimal number
else Next attribute
end if

end loop
end loop
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Watermarking relational database 
systems [6]

(a) Binary Image Watermark, and (b) its decimal equivalent Vector [6]
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Watermarking relational database 
systems [6]

A snapshot of watermarked database [6]
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Watermarking relational database 
systems [6]

• Watermark extraction:
– Extract the decimal number in tuples selected by the pre-defined key

'K' as follows:
for each selected tuple do

for each selected 'Time' attribute do

if the 'SS' field of the 'time' mode K = 0

extract the decimal number

else Next attribute

end if

end loop

end loop

– Find the binary equivalent of the extracted decimal number

– Group every 5 bits as a binary string

– Reconstruct the binary image watermark from the binary strings
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Discussion

• Database has limited space for watermark so there is to
make watermark as compact as possible

• Advantages of second approach over first one
– The high efficiency is achieved by making use of chaos system
– higher security level is gained by avoiding the inherent

weakness of collision of Hash function
– Adjudging the copyright via the watermark match rate directly,

thus the algorithm of watermark detection is simplified
– In respect of the robustness, it is only concerned with its own

primary key of each tuple to determine whether, where and
what kind of the watermark to be embedded

– In respect of the security, for erasing a watermark precisely an
attacker needs to correctly guess not only which tuples have
been marked but also the marked attributes within a tuple, the
marked bits position of the LSB, and the mark value
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Conclusion

• Database watermarking is fast developing area
and a link between three areas, database,
security, and image processing

• As watermarking is a basic concept introduced
in image processing then it is used for security
purposes like copy right protection and now
days it is used in database as well because
now a days with the development of world
wide web databases are shared so easily and
they required to be copy right protected to
stop its misuse
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