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Abstract 

Digital multimedia watermarking technology was suggested in the last decade to 

embed copyright information in digital objects such as images, audio and video. 

However, the increasing use of relational database systems in many real-life applications 

created an ever increasing need for watermarking database systems. As a result, 

watermarking relational database systems is now merging as a research area that deals 

with the legal issue of copyright protection of database systems. 

 

 Here in this report first we discuss basics of database watermarking and different 

types of database watermarking. Then a literature review of work done in the field of 

database watermarking. Main goal of database watermarking is to generate robust and 

impersistant watermark for database so finally we will discuss a method for generating 

robust and impersistant watermark. We are proposing a method based on speech as 

watermark and this watermark is embedded in two different attribute of tuple one in the 

numeric attribute of tuple and another in the data attributes time (seconds) field. So by 

this way we can use this watermarking for both types of database numerical and 

categorical database. 
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1. Introduction 

1.1. Database Watermarking: 

The motivation for database watermarking is to protect databases, especially 

those published online (e.g., parametric specifications, surveys, and life sciences 

data), from tampering and pirated copies. A watermark can be considered to be some 

kind of information that is embedded into underlying data for tamper detection, 

localization, ownership proof, and/or traitor tracing purposes. Database watermarking 

techniques complement the Database Protection Act[1] and are becoming increasingly 

important as people realize that “the law does not now provide sufficient protection to 

the comprehensive and commercially and publicly useful databases that are at the 

heart of the information economy”[2] 

 

1.1.1. Basic Watermarking Process: 

 

 

Database watermarking consists of two basic processes: watermark insertion 

and watermark detection, as illustrated in Figure 1. For watermark insertion, a key is 

Key 
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Watermark Information 
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Watermark Information 

Original DB Watermarked DB 

Watermark Detected or Not Suspicious DB 

Watermarked DB 

Innocent DB 
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Figure-1: Basic Watermarking Process [7] 
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used to embed watermark information into an original database so as to produce the 

watermarked database for publication or distribution. Given appropriate key and 

watermark information, a watermark detection process can be applied to any 

suspicious database so as to determine whether or not a legitimate watermark can be 

detected. A suspicious database can be any watermarked database or innocent 

database, or a mixture of them under various database attacks. 

 

1.2. Multimedia Watermarking Vs Database Watermarking: 

While the basic processes in database watermarking are quite similar to those 

in watermarking multimedia data, the approaches developed for multimedia 

watermarking cannot be directly applied to databases because of the difference in data 

properties. In general, database relations differ from multimedia data in significant 

ways and hence require a different class of information-hiding mechanisms. Unlike 

multimedia data whose components are highly correlated, database relations consist 

of independent objects or tuples. The tuples can be added, deleted, or modified 

frequently in either benign updates or malicious attacks. No existing watermarking 

techniques for multimedia data are designed to accommodate such tuple operations. 

 

1.3. Classification Model of Database Watermarking: 

The existing database watermarking schemes can be classified along various 

dimensions, including: 

 Data Type: [7] Different schemes are designed for watermarking different types 

of data, including numerical data and categorical data. 

 Distortion to underlying data: [7] While some watermarking schemes inevitably 

introduce distortions/errors to the underlying data, others are distortion-free. 

 Sensitivity to database attacks: [7] A watermarking scheme can be either robust or 

fragile to database attacks. A scheme is robust (fragile, respectively) if it is 

difficult to make an embedded watermark undetectable (unchanged, respectively) 

in database attacks, provided that the attacks do not degrade the usefulness of the 

data significantly. 

 Watermark information: [7] The watermark information that is embedded into a 

database can be a single-bit watermark, a multiple-bit watermark, a fingerprint, or 

multiple watermarks in different watermarking schemes. 



3 

 

 Verifiability: [7] A watermark solution is said to be private if the detection of a 

watermark can only be performed by someone who owns a secret key and can 

only be proven once to the public (e.g., to the court). After this one-time proof, the 

secret key is known to the public and the embedded watermark can be easily 

destroyed by malicious users. A watermark solution is said to be public if the 

detection of a watermark can be publicly proven by anyone, as many times as 

necessary. 

 Data structure: [7] Different watermarking schemes are designed to accommodate 

different structural information of the underlying data, including relational 

databases (with or without primary keys), data cubes, streaming data, and XML 

data. 

These models have been explained in next chapter with respect to database 

watermarking process. 
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2. Theoretical Background and Literature Survey 

2.1. Theoretical Background: 

2.1.1. Data Type: 

2.1.1.1. Watermarking for Numerical Data: 

The first well-known database watermarking scheme was proposed by 

Agrawal and Kiernan [3] for watermarking numerical values in relational databases. 

This scheme has been discussed in next sections literature review‟s first paper. The 

fundamental assumption is that the watermarked database can tolerate a small amount 

of errors: it is acceptable to change a small number of ξ least significant bits in some 

numeric values; however, the value of data is significantly reduced if a large number 

of the bits are changed. The basic idea is to ensure that those bit positions contain 

specific values determined by a secret key K. The bit pattern constitutes a watermark. 

This scheme is suitable for watermarking some numerical data since the errors 

introduced in the watermarking process are under control. Parameter ξ is used to 

control the errors introduced to individual values; parameter γ is used to control the 

fraction of the numerical values that are modified in watermark insertion. These two 

parameters can be adjusted to constrain watermarking errors within measurement 

tolerance in many numerical data sets such as meteorological data, gene expression 

data, parameter data on semiconductor parts, and forest cover data. 

 

2.1.1.2. Watermarking for Categorical Data: 

Since any bit change to a categorical value may render the value meaningless, 

Agrawal and Kiernan‟s scheme [3] cannot be directly applied to watermarking 

categorical data. To solve this problem, Sion [9] proposed to watermark a categorical 

attribute by changing some of its values to other values of the attribute (e.g., “red” is 

changed to “green”) if such change is tolerable in certain applications. This scheme 

has also been discussed in next section of literature review. 
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2.1.2. Sensitivity: 

Watermarking schemes can be classified to be either robust or fragile 

according to their sensitivity to typical database attacks. A scheme is robust (fragile, 

respectively) if it is difficult to make an embedded watermark undetectable 

(unchanged, respectively) in the presence of database attacks, provided that the 

attacks do not degrade the usefulness of the data significantly (otherwise, there is no 

need to protect the data nor to detect the watermark). Robust watermarks are usually 

used for copyright protection, ownership proof, or traitor tracing, while fragile 

watermarks can be used for tamper detection and localization. 

2.1.2.1. Typical Database Attacks: 

To confuse watermark detection, various database attacks may be launched to 

watermarked databases. Typical database attacks include tuple/ attribute insertion/ 

deletion/ reorganization, value modification/ suppression (including random/ 

selective bit-flipping/ value-rounding), Invertibility attack (attacker successfully 

discovers a fictitious watermark which is in fact a random occurrence from a 

watermarked database), additive attack (attacker embeds some additional watermarks 

into a watermarked database), and the brute force attack against the secret key. The 

brute-force attack can be thwarted by assuming that the key is long enough (e.g., 160 

bits) in watermarking. 

2.1.2.2. False Detection Rates: 

The sensitivity of a watermarking scheme can be measured by the following 

false detection rates in watermark detection. 

 For robust watermarking we have[7], 

o False hit: the probability of the original watermark being detected from 

unmarked data or a fictitious watermark being detected from watermarked 

data (i.e., Invertibility attack). 

o False miss: the probability of not detecting the original watermark from 

watermarked data. 

 For fragile watermarking we have[7],  

o False hit: the probability of the original watermark being detected from 

unmarked data. 

o False miss: the probability of not detecting any change to the embedded 

watermark from watermarked data. 
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The false detection rates in watermark detection must be low enough (e.g., 

10−9) in order for the detection result to be used as proof in court. The false miss rate 

should be investigated in the presence of various database attacks. Since the fragile 

watermark is not used for copyright protection, the Invertibility attack is not 

meaningful. 

 

2.1.3. Verifiability: 

One common feature of most robust watermarking techniques is that they are 

secret key-based, where ownership is proven through the knowledge of a secret key 

that is used for both watermark insertion and detection. The secret key-based 

approach is not suitable for proving ownership to the public (e.g., in a court). To 

prove ownership of suspicious data, the owner has to reveal his secret key to the 

public for watermark detection. After being used one time, the key is no longer secret. 

With access to the key, a pirate can invalidate watermark detection by either removing 

watermarks from protected data or adding a false watermark to non-watermarked 

data. 

 

2.1.4. Data Structure: 

2.1.4.1. Virtual Primary Key: 

The structural information of the underlying data is taken into account in the 

design of the various watermarking schemes. Most of the schemes discussed in this 

report are primarily designed for watermarking relational databases with primary 

keys. The primary keys are used to seed a pseudo-random sequence generator or hash 

function so as to generate non-correlated pseudo-random numbers for different tuples 

in a database relation. In watermark insertion and detection, the non-correlated 

pseudo-random numbers are used to select tuples and to locate and determine 

watermark values. These techniques cannot be directly applied to database relations 

without primary keys. Also, these techniques are vulnerable to simple attacks that 

alter or delete the primary key attributes. 

Watermarking techniques can be extended in two different ways to address the 

primary key issues. The first extension is to examine each watermarkable attribute in 

each tuple independently in watermark insertion and detection. For each attribute r.Ai 

in each tuple r, the bits of r.Ai are partitioned into two parts [7]: (i) mb(r.Ai): the ξ 
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least significant bits of r.Ai; and (ii) vpk(r.Ai): the remaining most significant bits. The 

most significant bit part vpk(r.Ai) is used as a virtual primary key to determine 

whether, where, and how to embed a watermark bit to r.Ai in a similar way as in the 

watermarking schemes discussed in this report. 

However, vpk(r.Ai) is not a true primary key and may not be unique for each 

value r.Ai. With duplicate virtual primary keys, some watermark bits may be 

embedded fewer times than others, and some watermark bits may not be embedded at 

all. Watermark detection may easily fail in the presence of attacks if some of the 

watermark bits are embedded too few times due to duplicate virtual primary keys. 

The duplicate problem can be mitigated by selecting one attribute with the 

fewest duplicates to provide the virtual primary keys for all tuples. More generally, 

the virtual primary key can be constructed by combining most significant bits from 

several attributes so as to minimize duplicates. To thwart attribute deletion attacks, 

different attributes may be selected for different tuples for constructing virtual 

primary keys. For example, one may choose to construct a virtual primary key for 

tuple r by concatenating k (k ≤ ν) hash values in {HMAC(K, vpk(r.Ai)) : i = 0, . . . , ν − 

1} that are closest to zero (hash values are interpreted as natural numbers when 

compared to zero). 

2.1.4.2. Data Cube: 

Data cube is a common data model that supports exploration of a large amount 

of data in multiple dimensions. Conceptually, a cube consists of a base cuboids, 

surrounded by a collection of aggregation cuboids that represent the aggregation of 

the base cuboids along one or more dimensions. In many applications, valuable data 

cubes are outsourced to specialized parties or provided for direct and interactive uses. 

The most prevalent data cube operations are aggregation queries. To eliminate 

errors introduced by watermark to aggregation queries, a mini-cube is constructed for 

each cell that is modified in watermark insertion. Suppose that the value d(Xi, Yj, Zk) 

of cell at position (Xi, Yj, Zk) in a 3-dimensional data cube is decremented by one in 

watermark insertion. Based on the position of d(Xi, Yj, Zk), three other cell values 

d(Xxc, Yj, Zk), d(Xi, Yyc, Zk), and d(Xi, Yj, Zzc) are selected. The values of these cells 

are incremented by one so as to balance the deviation in any 1-dimensional 

aggregation (i.e., aggregation along one feature dimension) that involves cell (Xi, Yj, 

Zk). Similarly, three more cell values d(Xxc, Yj, Zzc), d(Xi, Yyc, Zzc), and d(Xxc, Yyc, 



9 

 

Zk) are decremented by one, and one last cell value d(Xxc, Yyc, Zzc) is incremented by 

one. These seven cells, which are called the balance cells, form a mini-cube together 

with the watermarked cell (Xi, Yj, Zk). With a mini-cube constructed, any data cube 

aggregation that involves at least two cells in the mini-cube remains unchanged after 

watermark insertion. 

The mini-cube should be constructed such that: (i) the balance cells should not 

be selected from any cell that is used in watermark insertion so as to avoid interfering 

with the watermark insertion and detection; (ii) most aggregation queries would 

involve at least two cells in the mini-cube; and (iii) the modification to the balance 

cells should be minimal. 
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2.2. Literature Survey: 

2.2.1. Watermarking Relational Databases: [3] 

2.2.1.1. Comparison of Multimedia Database and Relational 

Database with Respect to Watermarking: 

 A multimedia object consists of a large number of bits, with considerable 

redundancy. Thus, the watermark has a large cover in which to hide. A 

database relation consists of tuples, each of which represents a separate 

object. The watermark needs to be spread over these separate objects. 

 The relative spatial/temporal positioning of various pieces of a multimedia 

object typically does not change. Tuples of a relation on the other hand 

constitute a set and there is no implied ordering between them. 

 Portions of a multimedia object cannot be dropped or replaced arbitrarily 

without causing perceptual changes in the object. However, the part of a 

relation can simply drop some tuples or substitute them with tuples from 

other relations. 

2.2.1.2. Algorithm: 

 Rakesh Agrawal & Jerry Kiernan have proposed an algorithm for 

database watermarking based on primary key and private(secrete) key. 

 Assumptions and algorithm has been shown below. 

 Notation used: 

o Ƞ - Number of relations in the tuple 

o ʋ - Number of attributes available in the relation for marking 

o ζ – Number of least significant bits available for marking in an 

attribute 

o 1/ϒ – Fraction of tuples marked 

o Ѡ – Number of tuples marked 

o α - Significance level of test  for detecting a watermark 

o Ʈ – Minimum number of correctly marked tuples needed for 

detection 

 Here they are watermarking database relation R whose scheme is 

R(P,A0,.....,Av-1), where P is primary key attribute. 

 This algorithm makes use of Message Authentication Code. 
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2.2.1.3.  Message Authenticated Code: 

 MAC is a type of one-way hash function that depends on the key. One way hash 

function has few characteristics like, 

o With given message M, it is easy to calculate hash value ɦ 

o With given ɦ, it is difficult to compute M such that Ӈ(M) = ɦ 

o Given M, it is hard to find M‟ such that Ӈ(M) =Ӈ(M‟) 

 Here Ƒ be a MAC that randomizes the values of the primary key attribute r.P of 

tuple r and returns an integer value in a wide range. 

 Ƒ is seeded with a private key κ known only to the owner. 

 So Ƒ(r.P) =  Ӈ(κ ○ Ӈ(κ ○ r.P)), where ○ represents concatenation. 

2.2.1.4.  Watermark Insertion: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Line 2 determines if the tuple under consideration will be marked. Because of 

the use of MAC, only the owner who has the knowledge of the private key κ can 

easily determine which tuples have been marked. For a selected tuple, line 3 

determines the attribute that will be marked amongst the ʋ candidate attributes. For a 

selected attribute, line 4 determines the bit position amongst ζ least significant bits 

that will be marked. Again, the results of the tests in lines 3 and 4 depend on the 

Figure-2: Algorithm for Watermark Insertion [3] 
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private key of the owner. For erasing a watermark, therefore, the attacker will have to 

guess not only the tuples, but also the marked attribute within a tuple as well as the bit 

position. 

The mark subroutine sets the selected bit to 0 or 1 depending on the hash value 

obtained in line 7. Thus, the result of line 9 (line 11) either leaves the attribute value 

unchanged or decrements (increments) it. Consequently, marking decrements some of 

the values of an attribute while it increments some others and leaves some unchanged. 

Databases usually allow attributes to assume null values. If a null attribute 

value is encountered while marking a tuple, this method does not apply the mark to 

the null value, leaving it unchanged. 

2.2.1.5.  Watermark Detection: 

Suppose, Alice suspects that the relation S published by Mallory has been 

pirated from her relation R. The set of tuples and attributes in S can be a subset of R. 

Here assumption is that Mallory does not drop the primary key attribute or change the 

value of primary keys since the primary key contains valuable information and 

changing it will render the database less useful from the user‟s point of view. The 

watermark detection algorithm, shown in Figure 2, is probabilistic in nature. Line 3 

determines if the tuple S under consideration must have been marked at the time of 

inserting the watermark. Lines 4 and 5 determine the attribute and the bit position that 

must have been marked. The subroutine match then compares the current bit value 

with the value that must have been set for that bit by the watermarking algorithm. 

So at Line 8 how many tuples were tested (total-count) and how many of them 

contain the expected bit value (match-count). In a probabilistic framework, only 

certain minimum number of tuples has to contain matching marked bits. The match-

count is compared with the minimum count returned by the threshold function for the 

test to succeed at the chosen level of significance α. 
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Figure-3: Algorithm for Watermark Detection [3] 
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2.2.2.  Watermarked based Copyright Protection of Outsourced 

Database: [4] 

 Method proposed by these authors is same as the method propose by Rakesh 

Agrawal & Jerry Kiernan, which we have seen in previous section. 

 The basic difference is about primary key attribute in first approach primary key 

attribute has been used to generate watermark where as in this approach chaotic 

random number is used which has been generated from that secrete (private) key 

and primary key of database. 

 So, the capacity of the watermark in first approach is limited and the scheme is not 

suitable for database which needs frequent updating, because it is very expensive 

to re-embed watermark into the updated database. 

2.2.2.1. Operational Principle: 

 

 

 

 

 

 

 

 

 

 

 

 The secret key manipulates the process of embedding and detecting watermark. 

 Firstly, both the secret key and the prime key of the tuple initialize the chaotic 

series generator to generate randomized numbers. 

 Then, under the control of the key and the chaotic series, the watermark is 

embedded into certain bits of the LSB with which the requirement of data 

precision is satisfied. 

 During the watermark detection, correlative digital signals are extracted from the 

database under the control of the secret key and the chaotic series. 

 Then the copyright of the database is judged according to the match rate of the 

watermark. 

Figure-4: Database Watermark Embedding and Detection [4] 
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 Both the watermark embedment and detection algorithms are public. 

 The security of the watermarking system relies on the secret key heavily. 

 The system realizes the blind detection of watermark because no original database 

is needed during detecting the watermark. 

  



16 

 

2.2.3. A Speech based Algorithm for Watermarking Relational 

Database: [5] 

 This approach is same as approach 1 and 2 but here speech and secret message has 

been used as watermark. 

 

 

 

 

 

 

  

 

 

 speech is suitable for watermark with the following characters: 

o Uniqueness, Everyone's speech has a distinctive feature compared with the 

others. Given Alice extracts the watermark “Alice” from the suspicious 

relations, she will fail to prove ownership when finds the attacker‟s name 

is also Alice, since there are thousands of “Alice” in the city. 

o Stability, the features of speech don't change with time. Its means that you 

can use your speech as the watermark along your life, because your voice 

may not change a little since you‟re grown up. 

o Universality, everybody has speech. 

o Measurable, speech is easily presented to a sensor and converted into a 

quantifiable, digital format. 

2.2.3.1.  Watermark Generation Algorithm: 

 Compress the speech signal. Watermarking relational databases introduces small 

errors into the relations by inserting watermark into them. The marks must not 

have a significant impact on the usefulness of the data, so the watermark should 

be small. Thus, the compression of the speech signal is necessary because of its 

large information capacity. Here wavelet transform is used to compress it. 

 Speech signal enhancement. Use spectral noise subtraction to reach it. This 

technique operates in the frequency domain and assumes that the spectrum of the 

input signal can be expressed as the sum of the speech spectrum and the noise 

Figure-5: A Framework of watermarking [5] 
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spectrum. The procedure contains two tricky parts: Estimate the spectrum of the 

background noise; Subtract the noise spectrum from the speech. 

 Speech signal convert. Convert the signal waveforms to the 8-bit A-law. 

 Generate the watermark. Use the message of the copyright of the holder and the 

result of the speech signal convert to generate the watermark. 

 

 

 

 

 

 

  

Figure-6: A Watermark Generation Algorithm [5] 
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2.2.4. Watermarking Relational Database Systems: [6] 

 Approach given by the Ashraf Odeh and Ali Al-Haj hide the watermark 

information (bits) in the mostly unnoticed 'time' attribute of the database tuples. 

 In database DATE field has two parts „Date‟ and „Time‟, here to hide binary 

information of watermark (SS) field is used from the time fields(HH:MM:SS). 

 This approach is based on Image means a binary image has been used as 

watermark. 

 A major advantage of using the time attribute is the large bit-capacity available for 

hiding the watermark, and thus large watermarks can be easily hidden, if required. 

2.2.4.1. Watermark Embedding: 

 Transfer the image into a flow of bits. 

 Group every 5 bits as a binary string. 

 Find the decimal equivalent of the string 

 Embed the decimal number in tuples selected by the pre-defined key 'K' as 

follows: 

for each selected tuple do 

for each selected 'Time' attribute do 

if the 'SS' field of the 'time' mode K = 0 

embed the decimal number 

else Next attribute 

end if 

end loop 

end loop 

 

 

 

 

 

 

 

Figure-7: (a) Binary Image Watermark, and (b) its decimal equivalent Vector [6] 
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2.2.4.2. Watermark Extraction: 

 Watermark extraction requires neither the knowledge of the original un-

watermarked database nor the watermark itself. 

 This property is critical as it allows the watermark to be detected in a copy of the 

database relation, irrespective of later updates to the original relation. 

 The watermark extraction procedure is a direct reversal of the watermark 

embedding procedure as described below: 

o Extract the decimal number in tuples selected by the pre-defined key 'K' as 

follows: 

for each selected tuple do 

for each selected 'Time' attribute do 

if the 'SS' field of the 'time' mode K = 0 

extract the decimal number 

else Next attribute 

end if 

end loop 

end loop 

o Find the binary equivalent of the extracted decimal number. 

o Group every 5 bits as a binary string. 

o Reconstruct the binary image watermark from the binary strings.

Figure-8: A snapshot of watermarked database [6] 
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2.2.5. Robust and Blind Watermarking of Relational Database 

Systems: 

 This approach is same as above approach developed by the same author but the 

basic difference is that here we can apply this watermark to categorical data 

means, watermark embedding applied to non-numeric value in database. 

 Here in this approach, image used as a watermark and included in decimal no of 

spaces in database. 

 First image is converted to its decimal equivalent then as per that decimal 

equivalent number of spaces applies in to the selected attribute of tuple 

 Now after no of spaces one double space (DS) be inserted to know that now 

watermark is over so by doing this process we can insert a watermark as well as 

detect it. 

 

Figure-9: Binary image watermark and its equivalent decimal vector with watermarking example 
[10] 
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2.2.6. Proving Ownership over Categorical Data: [9] 

 Sion‟s scheme is equivalent to Agrawal and Kiernan‟s scheme in selecting a 

number of tuples for watermarking a categorical attribute A. 

 The scheme scans each tuple r and seeds a pseudo-random sequence generator S 

with a secret key K in concatenation with the tuple‟s primary key r.P. 

 If S1, the first number generated by S, satisfies (S1 mod γ = 0), then the current 

tuple r is selected, otherwise the tuple is ignored, where γ controls the percentage 

of tuples selected. 

 Given η tuples in relation R, roughly η/γ values of attribute A are selected for 

watermark insertion. 

 For each selected tuple r, exactly one bit is chosen from watermark information 

wm data and is embedded to r.A, where the watermark information wm data 

consists of roughly η/γ bits generated from a shorter watermark wm using error 

correcting code (ECC). 

 The bit position that is chosen is determined by mapping S2 uniformly to the 

range of wm data indexes (this can be done by using a pseudo-random number 

generator or using an embedding map as stated in [9]). 

 To embed the chosen bit b, the current categorical value r.A is changed to another 

valid value of A, which is chosen from a list LA of all valid values of A. 

 In this process, any value a can be chosen from LA (to replace r.A) as long as a‟s 

index in LA has the least significant bit b. 

 This flexibility in value selection can be exploited to maintain certain distribution 

properties of A in watermark insertion. 

 Insertion Algorithm: 

wm embed alt(K,A,wm,k1,e,ECC) 

wm data ← ECC.encode(wm,wm.len) 

idx ← 0 

for (j ← 1; j <N; j ← j + 1) 

if (H(Tj(K), k1) mod e = 0) then 

t ← set bit(H(Tj(K), k1), 0, wm data[idx]) 

Tj(A) ← at 

embedding map[Tj(K)] ← idx 

idx ← idx + 1 

return embedding map 
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 For watermark detection, a number of tuples are selected the same way as in 

watermark insertion, based on S1. Then, for each selected tuple r, a bit position in 

wm data is located the same way as in watermark insertion, based on S2. 

 The corresponding bit value in wm data is extracted from the least significant bit 

of the index of r.A in the list LA. 

 After all of the tuples are processed, the ECC takes as input wm data and produces 

the corresponding wm. The ECC can tolerate certain errors in detecting wm data 

and still produce the same wm in watermark detection. 

 Detection Algorithm: 

wm dec alt(K,A,k1,e,ECC,embed map) 

for (j ← 1; j <N; j ← j + 1) 

if (H(Tj(K),msb(k, b(K))) mod e = 0) then 

determine t such that Tj(A) = at 

wm data[embed map[Tj(K)]] = t&1 

wm ← ECC.decode(wm data,wm.length) 

return wm 
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3. The Problem Statement 

3.1. Background: 

 Digital multimedia watermarking technology was suggested in the last decade to 

embed copyright information in digital objects such images, audio and video. However, 

the increasing use of relational database systems in many real-life applications created an 

ever increasing need for watermarking database systems. As a result, watermarking 

relational database systems is now merging as a research area that deals with the legal 

issue of copyright protection of database systems. 

 There are different types of databases as we had discussed earlier in this 

report like, Numerical and Categorical Databases so there are many methods which 

are working for numerical data but it is much harder to apply those methods to 

categorical databases as if we make a small change in least significant bit of 

categorical database then it may make whole data useless so we need to develop 

some good method for categorical database too. 

 The ultimate goal of database watermarking is to develop a robust and 

impersistant watermark for security in database so here we have studied different 

methods of developed by different authors and try to find advantages and 

disadvantages of all and finally we came with a new method of database 

watermarking which may be more robust and impersistant with respect to other 

methods developed by different researchers.  

 

3.2. Formal Definition: 

 Robust and impersistant watermarking defines as, a process of 

watermarking or generating a watermark which is robust means it remains detectable 

after all possible attacks on watermarked database with a condition that its 

usefulness is not going to decrease and impersistant  means its presence in database 

is not directly detectable by any adversary without any detection algorithm. 
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4. Proposed Algorithm and Implementation Methodology 

4.1. Proposed Method: 

 We are going to propose a new method based on speech as a watermark and 

embedding that watermark to two places one in the original database as per the 

conventional method explained by „Haiquig Wang, Xinachin Cui, and Zaihi Cao‟ and 

one in the date attributes time (seconds) field. So main advantage of this is that we 

can have multiple watermarking so the security is going to increase and it can be 

more resistive to attack another advantage of this method is that it can be applied to 

any type of database because as we are using modified version of Agrawal and 

Kiernan‟s method so it can be directly applied to numerical database and with the 

slight modification of embedding watermark in date field this method can be applied 

to categorical database too. 

 

4.2. Proposed Algorithm: 

 Here we are using Haiquig Wang, Xinachin Cui, and Zaihi Cao‟s method as a 

base method for our algorithm so all the procedure which they has applied upto 

watermark insertion may be used as it is in our method. So first we see watermark 

generation as we are using speech as a watermark and it is in analog form so we need to 

first convert it to digital to embed that in to the database. 

4.2.1. Watermark Generation: 

 Compress the speech signal. Watermarking relational databases introduces small 

errors into the relations by inserting watermark into them. The marks must not 

have a significant impact on the usefulness of the data, so the watermark should 

be small. Thus, the compression of the speech signal is necessary because of its 

large information capacity. Here wavelet transform is used to compress it. 

 Speech signal enhancement. Use spectral noise subtraction to reach it. This 

technique operates in the frequency domain and assumes that the spectrum of the 

input signal can be expressed as the sum of the speech spectrum and the noise 
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spectrum. The procedure contains two tricky parts: Estimate the spectrum of the 

background noise; Subtract the noise spectrum from the speech. 

 Speech signal convert. Convert the signal waveforms to the 8-bit A-law. 

 Generate the watermark. Use the message of the copyright of the holder and the 

result of the speech signal convert to generate the watermark. 

 This procedure is shown in figure 6. 

Now our watermark is generated and it is in the digital form so we can easily insert it 

into the numerical database with the help of Agrawal and Kiernan‟s algorithm (shown 

in figure 2 and discussed earlier in the chapter 2) which is used by Haiquig Wang, 

Xinachin Cui, and Zaihi Cao too. So we can also apply our watermark using that same 

algorithm but the main difference is that this algorithm is for numerical database only so 

we will make slight change in this algorithm and first we count the numerical field in the 

database given to us if we found it then we will put the value of ʋ as we found the number 

of numerical field in database. Then using algorithm shown in figure 2 we can easily 

insert a watermark. 

One more change in our algorithm is that we are applying same watermark in two 

different places so that it can be detected and compared at the time court proof. So 

whatever digital form of speech watermark we get we divide them into group of 5 bits as 

we are going to insert it into seconds‟ field and its max value is 60 sec. So 5 bits max 

decimal value is 32 so we can easily hide them into seconds‟ field. This is same 

procedure as we have discussed in the 4
th

 method of watermarking in literature review but 

here we are using speech as watermark where as there authors have used image as a 

watermark. So here we can make decimal equivalent of watermark generated by 

watermark generation algorithm shown in figure 6. 
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Watermark Generator 

Binary to Decimal Converter 

Watermark eg. 1000110110 

Decimal watermark to be inserted 

into the seconds’ field in database 

Make group of five bits each of binary watermark and 

then convert it to decimal Eg. 10110 – 22, 10001-17 

Figure-11: converting binary watermark to decimal watermark 
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5. Proposed Future Work and Plan 

5.1. Future Work Planned 

 As our method is extension or say modified version of the previous methods 

we have discussed we can do some other modifications too to get more robust and 

impersistant watermark. For eg, here we have used speech as watermark instead of 

that we can use any of the biometric objects like eye retina, finger print, et c as 

watermark and may have a better security but it may also possible that it may make 

our algorithm more complex. We can also take some extra key value and have some 

operation with decimal value we get for second watermark and make it more robust.  

 Here what we have planned yet is as shown in figure 12. We will use C 

language as development platform for implementation of the proposed method then 

analysis of implemented method for its robustness and impersistantness. We also 

need to compare our method with the other existing methods to get idea that how 

better our method is over other methods so result comparison will be done.  
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5.2. Gantt Schedule Chart: 

 

 

 

 

Figure-12: Gantt Schedule Chart 
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6. Conclusion 

Database watermarking is fast developing area and a link between three areas, 

database, security, and image processing. As watermarking is a basic concept introduced 

in image processing then it is used for security purposes like copy right protection and 

now days it is used in database as well because now a days with the development of 

world wide web databases are shared so easily and they required to be copy right 

protected to stop its misuse. 

In this report we have discussed basics of database watermarking, types of 

database watermarking then a literature survey of different database watermarking 

techniques. Finally we propose a robust and impersistant method of water marking 

for security in database based on speech as a watermark with multi place embedding 

of it. 
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