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ABSTRACT 
 

 

Digital multimedia watermarking technology was suggested in the last decade to 

embed copyright information in digital objects such as images, audio and video. However, 

the increasing use of relational database systems in many real-life applications created an 

ever increasing need for watermarking database systems. As a result, watermarking 

relational database systems is now merging as a research area that deals with the legal issue 

of copyright protection of database systems. 

 

Here in this report first we look at basics of digital watermarking then applications of 

watermarking as security in database or say database watermarking for security in database. 

We also look at few techniques developed by different researchers in the field of database 

watermarking. 
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1. INTRODUCTION AND MOTIVATION: 

 

1.1.  DIGITAL WATERMARKING: 

Digital watermarking is the process of embedding information into a digital signal in 

a way that is difficult to remove. The signal may be audio, pictures or video, for example. 

If the signal is copied, then the information is also carried in the copy. A signal may carry 

several different watermarks at the same time. 

In visible watermarking, the information is visible in the picture or video. Typically, 

the information is text or a logo which identifies the owner of the media. The image on 

the right has a visible watermark. When a television broadcaster adds its logo to the 

corner of transmitted video, this is also a visible watermark. 

In invisible watermarking, information is added as digital data to audio, picture or 

video, but it cannot be perceived as such (although it may be possible to detect that some 

amount of information is hidden). The watermark may be intended for widespread use 

and is thus made easy to retrieve or it may be a form of Steganography, where a party 

communicates a secret message embedded in the digital signal. In either case, as in visible 

watermarking, the objective is to attach ownership or other descriptive information to the 

signal in a way that is difficult to remove. It is also possible to use hidden embedded 

information as a means of covert communication between individuals. 

One application of watermarking is in copyright protection systems, which are 

intended to prevent or deter unauthorized copying of digital media. In this use a copy 

device retrieves the watermark from the signal before making a copy; the device makes a 

decision to copy or not depending on the contents of the watermark. Another application 

is in source tracing. A watermark is embedded into a digital signal at each point of 

distribution. If a copy of the work is found later, then the watermark can be retrieved from 

the copy and the source of the distribution is known. This technique has been reportedly 

used to detect the source of illegally copied movies. Annotation of digital photographs 

with descriptive information is another application of invisible watermarking. 
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1.1.1. CLASSIFICATION: 

A digital watermark is called robust with respect to transformations if the 

embedded information can reliably be detected from the marked signal even if degraded 

by any number of transformations. Typical image degradations are JPEG compression, 

rotation, cropping, additive noise and quantization. For video content temporal 

modifications and MPEG compression are often added to this list. A watermark is called 

imperceptible if the watermarked content is perceptually equivalent to the original, 

unwatermarked content. In general it is easy to create robust watermarks or imperceptible 

watermarks, but the creation of robust and imperceptible watermarks has proven to be 

quite challenging. 

Digital watermarking techniques can be classified in several ways: 

 Robustness:  

o A watermark is called fragile if it fails to be detected after the 

slightest modification. Fragile watermarks are commonly used for 

tamper detection (integrity proof). Modifications to an original 

work that are clearly noticeable are commonly not referred to as 

watermarks, but as generalized barcodes. 

o A watermark is called semi-fragile if it resists benign 

transformations but fails detection after malignant transformations. 

Semi-fragile watermarks are commonly used to detect malignant 

transformations. 

o A watermark is called robust if it resists a designated class of 

transformations. Robust watermarks may be used in copy 

protection applications to carry copy and access control 

information. 

 Perceptibility: 

o A watermark is called imperceptible if the original cover signal and 

the marked signal are (close to) perceptually indistinguishable. 

o A watermark is called perceptible if its presence in the marked 

signal is noticeable, but non-intrusive. 
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1.2.  DATABASE WATERMARKING: 

The motivation for database watermarking is to protect databases, especially those 

published online (e.g., parametric specifications, surveys, and life sciences data), from 

tampering and pirated copies. A watermark can be considered to be some kind of 

information that is embedded into underlying data for tamper detection, localization, 

ownership proof, and/or traitor tracing purposes. Database watermarking techniques 

complement the Database Protection Act[1] and are becoming increasingly important as 

people realize that “the law does not now provide sufficient protection to the 

comprehensive and commercially and publicly useful databases that are at the heart of the 

information economy”[2] 

 

1.2.1. BASIC WATERMARKING PROCESS: 

 

 

Database watermarking consists of two basic processes: watermark insertion and 

watermark detection, as illustrated in Figure 1. For watermark insertion, a key is used to 

embed watermark information into an original database so as to produce the watermarked 

database for publication or distribution. Given appropriate key and watermark 

information, a watermark detection process can be applied to any suspicious database so 

Key 

Watermark Insertion 

Watermark Information 

Key 

Watermark Detection 

Watermark Information 

Original DB Watermarked DB 

Watermark Detected or Not Suspicious DB 

Watermarked DB 

Innocent DB 

Attacks 

Figure-1: Basic Watermarking Process [wikipedia] 
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as to determine whether or not a legitimate watermark can be detected. A suspicious 

database can be any watermarked database or innocent database, or a mixture of them 

under various database attacks. 

 

1.2.2. MULTIMEDIA WATERMARKING Vs DATABASE WATERMARKING: 

While the basic processes in database watermarking are quite similar to those in 

watermarking multimedia data, the approaches developed for multimedia watermarking 

cannot be directly applied to databases because of the difference in data properties. In 

general, database relations differ from multimedia data in significant ways and hence 

require a different class of information-hiding mechanisms. Unlike multimedia data 

whose components are highly correlated, database relations consist of independent 

objects or tuples. The tuples can be added, deleted, or modified frequently in either 

benign updates or malicious attacks. No existing watermarking techniques for multimedia 

data are designed to accommodate such tuple operations. 

 

1.2.3. CLASSIFICATION MODEL: 

The existing database watermarking schemes can be classified along various 

dimensions, including: 

 Data Type: Different schemes are designed for watermarking different types of data, 

including numerical data and categorical data. 

 Distortion to underlying data: While some watermarking schemes inevitably 

introduce distortions/errors to the underlying data, others are distortion-free. 

 Sensitivity to database attacks: A watermarking scheme can be either robust or fragile 

to database attacks. A scheme is robust (fragile, respectively) if it is difficult to make 

an embedded watermark undetectable (unchanged, respectively) in database attacks, 

provided that the attacks do not degrade the usefulness of the data significantly. 

 Watermark information: The watermark information that is embedded into a database 

can be a single-bit watermark, a multiple-bit watermark, a fingerprint, or multiple 

watermarks in different watermarking schemes. 

 Verifiability: A watermark solution is said to be private if the detection of a 

watermark can only be performed by someone who owns a secret key and can only be 

proven once to the public (e.g., to the court). After this one-time proof, the secret key 

is known to the public and the embedded watermark can be easily destroyed by 
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malicious users. A watermark solution is said to be public if the detection of a 

watermark can be publicly proven by anyone, as many times as necessary. 

 Data structure: Different watermarking schemes are designed to accommodate 

different structural information of the underlying data, including relational databases 

(with or without primary keys), data cubes, streaming data, and XML data. 
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2. LITERATURE SURVEY: 

 

2.1.  WATERMARKING RELATIONAL DATABASES: [3] 

 

2.1.1. COMPARISON OF MULTIMEDIA DATABASE AND RELATIONAL 

DATABASE WITH RESPECT TO WATERMARKING: 

 A multimedia object consists of a large number of bits, with considerable 

redundancy. Thus, the watermark has a large cover in which to hide. A 

database relation consists of tuples, each of which represents a separate object. 

The watermark needs to be spread over these separate objects. 

 The relative spatial/temporal positioning of various pieces of a multimedia 

object typically does not change. Tuples of a relation on the other hand 

constitute a set and there is no implied ordering between them. 

 Portions of a multimedia object cannot be dropped or replaced arbitrarily 

without causing perceptual changes in the object. However, the part of a 

relation can simply drop some tuples or substitute them with tuples from other 

relations. 

 

2.1.2. ALGORITHM: 

 Rakesh Agrawal & Jerry Kiernan have proposed an algorithm for database 

watermarking based on primary key and private(secrete) key. 

 Assumptions and algorithm has been shown below. 

 Notation used: 

o Ƞ - Number of relations in the tuple 

o ʋ - Number of attributes available in the relation for marking 

o ζ – Number of least significant bits available for marking in an 

attribute 

o 1/ϒ – Fraction of tuples marked 

o Ѡ – Number of tuples marked 

o α - Significance level of test  for detecting a watermark 

o Ʈ – Minimum number of correctly marked tuples needed for 

detection 
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 Here they are watermarking database relation R whose scheme is 

R(P,A0,.....,Av-1), where P is primary key attribute. 

 This algorithm makes use of Message Authentication Code. 

 

2.1.2.1.  Message Authenticated Code: 

 MAC is a type of one-way hash function that depends on the key. One way hash 

function has few characteristics like, 

o With given message M, it is easy to calculate hash value ɦ 

o With given ɦ, it is difficult to compute M such that Ӈ(M) = ɦ 

o Given M, it is hard to find M‟ such that Ӈ(M) =Ӈ(M‟) 

 Here Ƒ be a MAC that randomizes the values of the primary key attribute r.P of tuple r 

and returns an integer value in a wide range. 

 Ƒ is seeded with a private key κ known only to the owner. 

 So Ƒ(r.P) =  Ӈ(κ ○ Ӈ(κ ○ r.P)), where ○ represents concatenation. 

 

2.1.2.2.  Watermark Insertion: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Figure-2: Algorithm for Watermark Insertion [3] 



Database Watermarking for Security in Database 
 

8 

Line 2 determines if the tuple under consideration will be marked. Because of the 

use of MAC, only the owner who has the knowledge of the private key κ can easily 

determine which tuples have been marked. For a selected tuple, line 3 determines the 

attribute that will be marked amongst the ʋ candidate attributes. For a selected attribute, 

line 4 determines the bit position amongst ζ least significant bits that will be marked. 

Again, the results of the tests in lines 3 and 4 depend on the private key of the owner. For 

erasing a watermark, therefore, the attacker will have to guess not only the tuples, but also 

the marked attribute within a tuple as well as the bit position. 

The mark subroutine sets the selected bit to 0 or 1 depending on the hash value 

obtained in line 7. Thus, the result of line 9 (line 11) either leaves the attribute value 

unchanged or decrements (increments) it. Consequently, marking decrements some of the 

values of an attribute while it increments some others and leaves some unchanged. 

Databases usually allow attributes to assume null values. If a null attribute value is 

encountered while marking a tuple, this method does not apply the mark to the null value, 

leaving it unchanged. 

 

2.1.2.3.  Watermark Detection: 

Suppose, Alice suspects that the relation S published by Mallory has been pirated 

from her relation R. The set of tuples and attributes in S can be a subset of R. Here 

assumption is that Mallory does not drop the primary key attribute or change the value of 

primary keys since the primary key contains valuable information and changing it will 

render the database less useful from the user‟s point of view. The watermark detection 

algorithm, shown in Figure 2, is probabilistic in nature. Line 3 determines if the tuple S 

under consideration must have been marked at the time of inserting the watermark. Lines 

4 and 5 determine the attribute and the bit position that must have been marked. The 

subroutine match then compares the current bit value with the value that must have been 

set for that bit by the watermarking algorithm. 

So at Line 8 how many tuples were tested (total-count) and how many of them 

contain the expected bit value (match-count). In a probabilistic framework, only certain 

minimum number of tuples has to contain matching marked bits. The match-count is 

compared with the minimum count returned by the threshold function for the test to 

succeed at the chosen level of significance α. 
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Figure-3: Algorithm for Watermark Detection [3] 
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2.2.  WATERMARKED BASED COPYRIGHT PROTECTION OF 

OUTSOURCED DATABASE: [4] 

 

 Method proposed by these authors is same as the method propose by Rakesh Agrawal 

& Jerry Kiernan, which we have seen in previous section. 

 The basic difference is about primary key attribute in first approach primary key 

attribute has been used to generate watermark where as in this approach chaotic 

random number is used which has been generated from that secrete (private) key and 

primary key of database. 

 So, the capacity of the watermark in first approach is limited and the scheme is not 

suitable for database which needs frequent updating, because it is very expensive to 

re-embed watermark into the updated database. 

 

2.2.1. OPERATIONAL PRINCIPLE: 

 

 

 

 

 

 

 

 

 

 

 The secret key manipulates the process of embedding and detecting watermark. 

 Firstly, both the secret key and the prime key of the tuple initialize the chaotic series 

generator to generate randomized numbers. 

Figure-4: Database Watermark Embedding and Detection [4] 



Database Watermarking for Security in Database 
 

11 

 Then, under the control of the key and the chaotic series, the watermark is embedded 

into certain bits of the LSB with which the requirement of data precision is satisfied. 

 During the watermark detection, correlative digital signals are extracted from the 

database under the control of the secret key and the chaotic series. 

 Then the copyright of the database is judged according to the match rate of the 

watermark. 

 Both the watermark embedment and detection algorithms are public. 

 The security of the watermarking system relies on the secret key heavily. 

 The system realizes the blind detection of watermark because no original database is 

needed during detecting the watermark. 
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2.3.  A SPEECH BASED ALGORITHM FOR WATERMARKING RELATIONAL 

DATABASE: [5] 

 

 This approach is same as approach 1 and 2 but here speech and secret message has 

been used as watermark. 

 

 

 

 

 

 

  

 

 speech is suitable for watermark with the following characters: 

o Uniqueness, Everyone's speech has a distinctive feature compared with the 

others. Given Alice extracts the watermark “Alice” from the suspicious 

relations, she will fail to prove ownership when finds the attacker‟s name is 

also Alice, since there are thousands of “Alice” in the city. 

o Stability, the features of speech don't change with time. Its means that you can 

use your speech as the watermark along your life, because your voice may not 

change a little since you‟re grown up. 

o Universality, everybody has speech. 

o Measurable, speech is easily presented to a sensor and converted into a 

quantifiable, digital format. 

 

2.3.1.  WATERMARK GENERATION ALGORITHM: 

 

 Compress the speech signal. Watermarking relational databases introduces small 

errors into the relations by inserting watermark into them. The marks must not have a 

significant impact on the usefulness of the data, so the watermark should be small. 

Figure-5: A Framework of watermarking [5] 
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Thus, the compression of the speech signal is necessary because of its large 

information capacity. Here wavelet transform is used to compress it. 

 Speech signal enhancement. Use spectral noise subtraction to reach it. This technique 

operates in the frequency domain and assumes that the spectrum of the input signal 

can be expressed as the sum of the speech spectrum and the noise spectrum. The 

procedure contains two tricky parts: Estimate the spectrum of the background noise; 

Subtract the noise spectrum from the speech. 

 Speech signal convert. Convert the signal waveforms to the 8-bit A-law. 

 Generate the watermark. Use the message of the copyright of the holder and the result 

of the speech signal convert to generate the watermark. 

 

 

 

 

 

 

Figure-6: A Watermark Generation Algorithm [5] 
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2.4. WATERMARKING RELATIONAL DATABASE SYSTEMS: [6] 

 

 Approach given by the Ashraf Odeh and Ali Al-Haj hide the watermark information 

(bits) in the mostly unnoticed 'time' attribute of the database tuples. 

 In database DATE field has two parts „Date‟ and „Time‟, here to hide binary 

information of watermark (SS) field is used from the time fields(HH:MM:SS). 

 This approach is based on Image means a binary image has been used as watermark. 

 A major advantage of using the time attribute is the large bit-capacity available for 

hiding the watermark, and thus large watermarks can be easily hidden, if required. 

 

2.4.1. WATERMARK EMBEDDING: 

 

 Transfer the image into a flow of bits. 

 Group every 5 bits as a binary string. 

 Find the decimal equivalent of the string 

 Embed the decimal number in tuples selected by the pre-defined key 'K' as follows: 

for each selected tuple do 

for each selected 'Time' attribute do 

if the 'SS' field of the 'time' mode K = 0 

embed the decimal number 

else Next attribute 

end if 

end loop 

end loop 

 

 

 

 

 

 

Figure-7: (a) Binary Image Watermark, and (b) its decimal equivalent Vector [6] 
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2.4.2. WATERMARK EXTRACTION: 

 

 Watermark extraction requires neither the knowledge of the original un-watermarked 

database nor the watermark itself. 

 This property is critical as it allows the watermark to be detected in a copy of the 

database relation, irrespective of later updates to the original relation. 

 The watermark extraction procedure is a direct reversal of the watermark embedding 

procedure as described below: 

o Extract the decimal number in tuples selected by the pre-defined key 'K' as 

follows: 

for each selected tuple do 

for each selected 'Time' attribute do 

if the 'SS' field of the 'time' mode K = 0 

extract the decimal number 

else Next attribute 

end if 

end loop 

end loop 

o Find the binary equivalent of the extracted decimal number. 

o Group every 5 bits as a binary string. 

o Reconstruct the binary image watermark from the binary strings. 

Figure-8: A snapshot of watermarked database [6] 
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3. DISCUSSION: 

 

 As many research papers have been studied, and got more ideas about possible no. of 

database watermarking techniques and how they have been used in the security of 

database. 

 Here I have included only four approaches developed by different researches on 

database watermarking; these are the best approaches among others and given in 

particularly in one direction for eg. First approach is a basic approach and further 

second and third one is the enhanced approach. 

 As there are different attacks are possible on watermark like Additive attack, 

Subtractive Attack, Invertibility Attack, etc. and these can affect the database 

watermark, as database has limited space for watermark so there is to make 

watermark as compact as possible with taking care of these attacks. 

 In all above approaches they have taken care of watermark size as it should be 

minimum and the usability of database may not affected by the insertion of the 

watermark so it is necessary to find an appropriate place to put watermark in such that 

it does not affect the usability of the database. 

 So finally we can say that there are different methods has been developed for database 

watermarking for security in database and still there is lot of scope to develop or say 

enhance the existing methods to improve their performance for eg. In second and 

fourth approach enhancement in watermark generation increase the performance of 

whole algorithm same way we can also develop some other watermarking technique 

like some of the biometrics systems like, fingerprint or something like that. So instead 

of speech used in the fourth approach we can use owners fingerprint with some secret 

message as watermark in the database. 

 Second approach [4] is an enhancement in first approach so it has some advantages 

over first one. So following are few important points of second approach with respect 

to first one: 

o The high efficiency is achieved by making use of two properties of chaos 

system, the non-repetitive iterative operation and the sensitiveness to initial 

value. A secret key manipulates the process of both generating and embedding 
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watermark. Meanwhile, higher security level is gained by avoiding the 

inherent weakness of collision of Hash function. 

o The selection of bits of LSB for embedding watermark meets requirements of 

both the data range and data precision of each attribute, rather than simply use 

a same ξ for all the attributes. So the error caused by watermark is decreased 

significantly, hardly affects the availability of the database. 

o Adjudging the copyright via the watermark match rate directly, thus the 

algorithm of watermark detection is simplified. Moreover, the process of 10
th

 

detecting watermark has no concern with the gap value γ within limits. 

o In respect of the robustness, it is only concerned with its own primary key of 

each tuple to determine whether, where and what kind of the watermark to be 

embedded. When the database is updated, it is convenient to execute the 

embedding algorithm for each modified tuple. 

o In respect of the security, for erasing a watermark precisely an attacker needs 

to correctly guess not only which tuples have been marked but also the marked 

attributes within a tuple, the marked bits position of the LSB, and the mark 

value. So, the opportunity of attacking watermark successfully is very little. 

 Third approach [5] is more enhance version of second approach and uses voice as 

watermark so it is very hard to attack as it is very difficult to copy owner‟s voice 

though additive attack is possible in it. It means adversary can add some kind of voice 

signal of his own as watermark and falsely claim that this database is his. So for this 

kind of attacks owner can add some kind of time stamp with voice as a watermark and 

then he can show that his time stamp is older than the one shown by adversary so he is 

the main copyright holder of that database. 

 Fourth approach [6] is based on image and it use date field and in particular time field 

to hide watermark whose, major advantage is the large bit-capacity available to hide 

watermarks in the database. This is opposite to the more common bit-level database 

watermarking algorithms where watermark bits have limited potential bit-locations 

that can be used to hide them without being subjected to removal or destruction.
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4. CONCLUSION: 

 

Database watermarking is fast developing area and a link between three areas, database, 

security, and image processing. As watermarking is a basic concept introduced in image 

processing then it is used for security purposes like copy right protection and now days it is 

used in database as well because now a days with the development of world wide web 

databases are shared so easily and they required to be copy right protected to stop its misuse. 

In this report first discussion is about basic concept about digital watermarking then its 

application in database or say database watermarking. Then in literature survey four 

approaches for database watermarking has been discussed. 
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